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c. Skills building activities

Australian Cyber Security Professionalisation Program (ACSP)

During this reporting period:
● Phase one was completed and the final draft Phase 1 report, including the proposal

for phase 2 was completed and provided to Government partners in mid July for
further feedback/review.

● Ongoing collaboration continues with key partners and stakeholders in preparation
for the next phase of the program

● Introductions and briefings with new stakeholders to learn, share and identify
opportunities for collaboration and input in the next phase including:

○ Skills Framework for the Information Age (SFIA)
○ Canberra Cyber Hub - Tertiary Education taskforce
○ Standards Australia

● Continued discussions with DISR, ACSC, Home Affairs and the Cyber Security Strategy
team around the plan and timeline for phase 2.

● AustCyber participated in and supported the Hudson (member of AIIA) breakfast
event Cyber Security Professionalisation in Australia held in Canberra on Wednesday
20th September.

Canberra event overview
AustCyber participated in the Hudson (AIIA member) hosted breakfast and workshop event
focused on Cyber Security Professionalisation in Australia held in Canberra on Wednesday
20th of September.

This event attracted over 40 attendees across government and the cyber security sector
and included an overview of the ACSP program, a panel discussion about
professionalisation and a workshop session encouraging participants to share their ideas
and thoughts to help shape the next phase of the program.

The panel featured:
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●

Stakeholder engagement
The following meetings and briefings occurred with program stakeholders:

● Co-design team
○ Adhoc individual briefings with team members to provide updates and capture

input and feedback on program decisions and outcomes
○ ACS & Canberra Cyber Hub, 3 August - ACSP program overview and sharing

session
○ ACSP co-design session, 7 August - phase 2 planning
○ Insurance Council of Australia, 10 & 15 August - ICA cyber security working group

program update and sharing session
○ ACS, 30 August - program update
○ ACS & Canberra Cyber Hub, 6th September - program overview and

participation in Tertiary Education Sector Collaboration Taskforce meeting
focused on cyber security workforce challenges

○ Co-design team & UK Cyber Security Council, 20 September - Uk ‘lessons
learned’ sharing session

● Government briefings and engagement
○ Investment NSW, 21 July - contributed to the NSW Cyber Security Skills Framework

focus group session
○ DISR, 31 July - discussion including ongoing awareness raising and phase 2
○ DISR, 15 August - phase 2 plan and timeline discussion with co-design team

● Industry stakeholders
○ SFIA, 4 July - sharing session and walkthrough of SFIA framework
○ UK Government & Council, 4 July - program update and sharing/learning session
○ Standards Australia, 20 July - sharing session
○ Fifth Domain, 8 August - program update and phase 2 opportunities
○ DSO/FSO, 10 August - participate in Workforce Plan workshop
○ IOT, 11 August - program update
○ Engineers Australia, 18 August - ongoing engagement to share and collaborate

on respective programs of work to ensure consistency where relevant.
○ FSO & APSC, 25 August - sharing session to identify collaboration opportunities

across related programs of work.
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○ Hudson, ACS & NACC, 20 September - exploring collaboration opportunities for
phase 2

ProgramPromotion
In July, FAQs approved by the co-design team were added to the ACSP webpage. These are
created to increase SEO for the webpage as well as to provide further clarity to audiences
about professionalisation and what the program entailed.

The breakfast held in Canberra during September was also promoted on socials, with
co-design team members who were part of the event being tagged in social posts
reflecting upon the event.

Work began in September on a case study showcasing the impact of the co-design
approach. It will be released and promoted during the next quarter across AustCyber and
Stone & Chalk channels.
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Australian Cyber Security Professionalisation Program (ACSP)

During this reporting period:
● The Accreditation Body Program name changed to the Australian Cyber

Security Professionalisation (ACSP) Program to better reflect the program goal
● One-on-one interviews were conducted with co-design team members

(industry experts) to learn about their career journeys and what is a
‘professional’

● The second face-to-face co-design workshop was held in November
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● Cyber security employee and employer qualitative research began
● NDA’s were executed between AustCyber and each of the co-design team

members (except AISA which we anticipate will be executed in the next
reporting period) and other relevant stakeholders such as Engineers Australia
and Digital Skills Organisation to allow for continued collaboration

● A shared working space has been created via Miro for the co-design team to
collaborate and share resources and information throughout the life of the
program

● Public announcement wording (approved by the co-design team) was drafted
and submitted to  office for consideration to formally announce
this initiative

● Numerous briefings and discussions were undertaken with relevant
government agencies and industry stakeholders to continue to seek feedback
and input on the outputs of this program and align with and learn from other
relevant programs and projects.

Workshop overview
The second face-to-face co-design workshop was held in Canberra on 8th
November 2022.  This workshop was kindly hosted at the new Australian Computer
Society Canberra hub and focused on designing the baseline to be recognised as a
cyber security professional, identifying personas to be developed, and defining the
core elements of career pathways.

The following co-design team members attended and contributed in person:
●  - Australian Computer Society (ACS)
●  - (ISC)2
●  - industry expert (KordaMentha)
●  - RMIT
●  - Tech Council of Australia
●  - Australian Information Industry Association (AIIA)
●  - Australian Information Security Association (AISA) - half day

The following co-design team members were unable to attend the workshop in
person.  They were engaged separately to provide their input to the workshop topics:
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●  - ISACA
●  TAFECyber

Additional stakeholders that attended the workshop:
●  - Australian Public Service Commission Digital Profession

(APSC) - half day

In the weeks leading up to the second workshop the program team conducted
one-on-one interviews with each member of the co-design team to understand
each individual's career journey and identify the common elements that define what
it means to be considered a ‘professional’.   These insights were shared with the team
at the workshop and helped to provide the team with a starting point to stimulate the
discussion and seek consensus on the day.

The program team invited  from APSC to present to the team the APS
Cyber Security Career Pathfinder tool and the current project underway to review, and
where required, update/amend the disciplines, roles, levels and frameworks that
inform this tool.  The purpose of this opportunity was for:

● the co-design team to consider defining or agreeing on the core
disciplines/roles in cyber security relevant to the Australian market,

● to ensure where possible, there is alignment with other related programs of
work across the public and private sectors, and

● to learn from, leverage and provide input into other existing similar initiatives.

The remainder of the workshop focused on activities that resulted in the team working
through the baseline requirements to be recognised as a professional, the elements
that should be included in the development of career pathways and the approach to
the customer research and what personas to be developed for employees and
employers.

Workshop outcomes
● The co-design team reviewed and provided some initial feedback on the

proposed updated APS Career Pathfinder disciplines for consideration.  The
main feedback focused on expanding the non-technical cyber security
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discipline to possibly three disciplines and consolidating a couple of the
technical disciplines with similar base skill requirements.

● The team hasn’t at this stage achieved consensus on the cyber security
disciplines or knowledge areas due to the complexity of this topic.  The
program team anticipates this will continue to be discussed in the next
reporting period as part of the next workshop focussed on the frameworks.

The team agreed:
● the draft baseline requirements to be recognised as a cyber security

professional are:
○ Demonstrate a level of expertise in cyber security
○ Undergo continuing professional development in cyber security
○ Adhere to a code of ethics

Note: further work is required to expand the detail under each of the requirements

● existing work should be leveraged to inform the core elements of career
pathways

● qualitative research is to be conducted to:
○ develop the agreed employee and employer personas

■ employees - new entrant, career changer, existing worker,
international worker

■ employers - corporate, government, SME non-tech, SME tech but
no cyber security expertise

○ understand the needs and experience of these different personas
working in cyber security and employing cyber security skills

○ inform the development of the career pathways to become or be
recognised as a professional

● there is a need for a code of ethics and/or professional standard that
professionals should be required to adhere to

Qualitative employee and employer persona research
The research team began this project mid November.  It is expected 5 one-on-one
interviews (total 40-45) will be conducted for each persona to capture the insights
and data required.  The ACSP co-design team were engaged to assist with
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communicating this research project through their respective networks to encourage
individuals that may meet the research criteria to participate.

At the end of this reporting period a total of 15 interviews were completed:
● Employees:

○ Existing worker x 4
○ Career changer x 3
○ International worker x 1

● Employers:
○ Corporates x 3
○ SME - tech but no cyber security expertise x 1
○ SME - non-tech x 2

It is anticipated this research will be completed during the next reporting period.

Stakeholder engagement
As part of the broader industry stakeholder engagement, the program team is
continuing to receive opportunities to meet, share, learn from and collaborate with
the leads of other related projects and programs.  Through these opportunities the
team:

● is working with the Digital Skills Organisation and APSC to visually represent how
our respective programs align and complement each other.  We anticipate this
visualisation will be finalised in the next reporting period.

● was introduced via email to the CEO of UK Cyber Security Council during the
Christmas break.  The team will engage with the CEO in early 2023 and will
provide an update on this introduction and opportunity in the next reporting
period.

The following meetings and briefings occurred with program stakeholders:
● Co-design team

○ One-on-one interviews (as detailed above)
○ Individual debriefs with team members after each workshop to capture

any further feedback and seek final confirmation on decisions and
outcomes
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○ Australian Computer Society (ACS), 31 October & 16 November - share
and connect on respect programs of work related to professional
frameworks

○ Australian Information Industry Association (AIIA), 12 & 13 December - AIIA
member sharing sessions to provide overview of program and seek
feedback and comments

○ Tech Council of Australia, 16 November - invited to cyber security
working group meeting to provide overview of program and seek
feedback and comments

○ Tech Council of Australia, 15 December - invited to members meeting to
provide overview of program and seek feedback and comments

● Government briefings and engagement
○ Department of Employment and Workplace Relations (DEWR), 6 October

- initial engagement and program overview
○ APSC Cybersecurity Career Pathfinder Workshops, 13 & 28 October -

invited to contribute to these workshops and learn about the Career
Pathfinder Tool project and opportunity to collaborate and provide input

○ DISR, Home Affairs, DEWR and ACSC, 10 November - second workshop
debrief and feedback/input on decisions and outcomes

● Industry stakeholders
○ Engineers Australia, 21 October - introductory meeting to share and

explore opportunities to collaborate.  Learn about the Cyber Engineering
project.

○ AustCyber Innovation Node Network, 11 November - second workshop
debrief and feedback/input on decisions and outcomes

○ Digital Skills Organisation (DSO) Employer Workshop, 10 November - learn
about the co-design process used to design the DSO pilot program

○ DSO, 23 & 28 November and 12 December - further sharing and
understanding of the DSO skills standards and pilot program

○ UNSW Institute of Cyber Security (IFCYBER), 13 December - introductory
meeting to share opportunities for collaboration related to this program

○ Engineers Australia, 16 December - regular briefing on respective
programs of work.
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